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DETAILED ACTION 
Response to Amendment 

1 . This action is in response to the amendment filed on June 6, 2005. Claims 1-44 
were originally received for consideration. Per the received amendment, claims 1-4, 6- 
7, 15- 22-23, 25-29, 31, 34, 37, and 43^4 are amended, and claims 13, 24, and 35 are 
cancelled. Claims 1-12, 14-23, 25-34, and 36-44 are currently being considered. 

Response to Arguments 

2. Applicant's arguments filed on June 6, 2005 have been fully considered but they 
are not persuasive because of the following reasons: 

Regarding currently amended claim 1, the applicant argues that the CPA, Price-Francis 
(U.S. Patent No. 5,815,252), does not disclose "using a computer network to obtain a 
user profile from a server." This argument is not found persuasive. The CPA, in an 
embodiment of the invention, discloses "the storage medium, rather than be portable, 
can exist at a fixed location along with storage medium storing biometric data for a 
number of other persons" (column 7 lines 60-65). This fixed location (server) "can be 
built into a main computer system as a series of secured memory locations" (column 7 
lines 63-67). This is interpreted as a local area network (LAN), which uses a number of 
servers with the database of users' biometrics stored. Therefore it is asserted that this 
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newly added limitation of "using a computer network to obtain a user profile from a 
server" is disclosed in the CPA. Furthermore, the applicant argues that the CPA does 
not teach "at least one biometric attribute randomly selected from a user profile 
containing the biometric attributes of the user." The applicant specifically outlines the 
"randomly selected" and the "user profile containing biometric attributes" as limitations 
not disclosed by the CPA. This argument is not found persuasive. There is a user 
profile stored on either a portable card or a fixed server (Figure 3), wherein the user's 
name, data of birth, is accompanied by the biometric information. Furthermore, the 
selection of the biometric attribute is randomly selected as disclosed in the passage, 
"the random nature of the requests for specific fingers on either or both hands further 
impedes criminal activity" (column 5 lines 36-40). Therefore it is asserted that the CPA 
does teach randomly selecting biometric attributes from a user profile. Furthermore, the 
applicant argues that the combination of the prior arts, Murakami (U.S. Patent No. 
6,483,929) and Price-Francis does not teach all the limitations of claims 22 and 44, and 
specifically the limitation "using a computer network to obtain a user profile from a 
server." However, based on the previous arguments above, it is asserted that Price- 
Francis does teach this limitation and that the combination of the prior arts does teach 
all the limitations of claims 22 and 44. 

Therefore, the rejection is maintained and applied to the new limitations in the claims 1- 
12, 14-23, 25-34, and 36-44. 



Claim Rejections - 35 USC § 102 
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The following is a quotation of the appropriate paragraphs of 35 U.SC 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1 -21, and 23-43 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Price-Francis (U.S. Patent 5,815,252). 

Regarding claim 1 , Price-Francis discloses: 

A method for biometrically securing access to an electronic system, said method 
comprising the steps of: 

using a computer network to obtain a user profile from a server (column 7 lines 
60-67); 

prompting a user to input to a biometric user interface associated with said 
electronic system at least one biometric attribute randomly selected from a user profile 
containing biometric attributes of said user (column 5 lines 47 - 58); and 

permitting said user to perform a user-desired activity, if at least one 
biometric attribute input by said user to said biometric user interface associated with 
said electronic system matches said at least one biometric attribute randomly selected 
from said user profile (column 6 lines 40 - 58). 

Regarding claim 23, Price-Francis discloses: 
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A system for biometrically securing access to an electronic system, said system 
comprising: 

a server connected to a computer network, adapted to store at least one user 
profile and capable of allowing at least one biometric user interface associated with said 
electronic system also connected to said computer network to access said at least one 
user profile (column 7 lines 60-67); 

a biometric user interface associated with said electronic system and connected 
to said computer network that accesses a user profile stored on said server that 
contains biometric attributes of said user and that prompts said user to input to said 
electronic system at least one biometric attribute randomly selected from said user 
profile; (column 5 lines 47 - 58); and 

an electronic system for permitting said user to perform a user-desired activity, if 
at least one biometric attribute input by said user to said biometric user interface 
matches said at least one biometric attribute randomly selected from said user profile 
(column 6 lines 40 - 58). 

Claim 2 is rejected as applied above in rejecting claim 1 . Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said computer network is a secure computer 
network (column 7 lines 60-67). 
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Claim 3 is rejected as applied above in rejecting claim 1. Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said user profile is stored in a biometric broker 
(column 4 lines 50 - 67, column 7 lines 60-65). 

Claim 4 is rejected as applied above in rejecting claim 1 . Furthermore, Price-Francis 
discloses: 

The method of claim 1 further comprising the steps of: 

obtaining at least one biometric attribute from said user for compilation in a user 
profile (column 4 lines 50 - 67); 

compiling said user profile (column 4 lines 50-67); and 

storing said user profile in said server accessible by at least one biometric user 
interface associated with said electronic system (column 4 lines 50 - 67). 

Claim 6 is rejected as applied above in rejecting claim 1. Furthermore, Price-Francis 
discloses: 

The method of claim 1 further comprising the step of: 

comparing at least one biometric attribute input by said user to said biometric 
user interface associated with said electronic system with said at least one biometric 
attribute randomly selected from said user profile (column 6 lines 30 - 60). 
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Claim 8 is rejected as applied above in rejecting claim 1 . Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said electronic system comprises at least one 
wireless device that operates with a wireless network (column 7 lines 60 - 67). 

Claim 9 is rejected as applied above in rejecting claim 1. Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said electronic system comprises at least one 
computer workstation operable over an associated network (column 7 lines 60 - column 
8 line 10). 

Claim 10 is rejected as applied above in rejecting claim 1. Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said electronic system comprises an automated 
teller machine (column 1 lines 33 - 55, column 7 lines 37 - 48). 

Claim 1 1 is rejected as applied above in rejecting claim 1 . Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said electronic system comprises a secure entry 
system to a secured environment (column 6 lines 40 - 58). 
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Claim 12 is rejected as applied above in rejecting claim 1. Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said electronic system comprises a wireless 
network (column 7 lines 60 - 67). 

Claim 14 is rejected as applied above in rejecting claim 1 . Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said electronic system comprises a wireless 
device (column 7 lines 60 - 67). 

Claim 15 is rejected as applied above in rejecting claim 1. Furthermore, Price-Francis 
discloses: 

The method of claim 1 further comprising the steps of: 

identifying at least one defective biometric attribute associated with said user 
(column 6 line 10 - column 7 line 36); and 

thereafter prompting a user to input to said biometric user interface assoicated 
with said electronic system at least one additional biometric attribute randomly selected 
from a user profile containing biometric attributes of said user (column 6 line 40 - 
column 7 line 36). 

Claim 16 is rejected as applied above in rejecting claim 1. Furthermore, Price-Francis 
discloses: 
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The method of claim 1 wherein said user-desired activity comprises a financial 
transaction (column 1 lines 33 - 55, column 7 lines 37 - 48). 

Claim 17 is rejected as applied above in rejecting claim 1 . Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said user-desired activity comprises an ATM 
transaction (column 1 lines 33 - 55, column 7 lines 37 - 48). 

Claim 18 is rejected as applied above in rejecting claim 1. Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said user-desired activity comprises access to a 
secure area (column 6 lines 40 - 58). 

Claim 19 is rejected as applied above in rejecting claim 1. Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said user-desired activity comprises access to 
data from said electronic system (column 6 lines 40 - 58). 

Claim 20 is rejected as applied above in rejecting claim 1 . Furthermore, Price-Francis 
discloses: 

The method of claim 1 wherein said user-desired activity comprises execution of 
a mechanical activity (column 6 lines 40 - 58). 
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Claim 21 is rejected as applied above in rejecting claim 1 . Furthermore, Price-Francis 
discloses: 

The method of claim 1 further comprising the step of: 
initiating access to said electronic system utilizing only one biometric attribute 
input to said electronic system (column 6 lines 40 - 58). 

Claim 25 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said user profile is accessible from a biometric 
broker over a secure network connection (column 4 lines 50 - 67). 

Claim 26 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein: 

at least one biometric attribute is obtained from said user for compilation in said 
user profile (column 4 lines 50 - 67). 

Claim 27 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said user is permitted to modify said user profile, 
in response to approval of a request by said user (column 4 lines 50 - 67). 
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Claim 28 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 further comprising: module for comparing at least one 
biometric attribute input by said user to said biometric user interface associated with 
said electronic system with said at least one biometric attribute randomly selected from 
said user profile (column 6 lines 31 - 60). 

Claim 30 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said electronic system comprises at least one 
wireless device that operates with a wireless network (column 7 lines 60 - 67). 

Claim 31 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said electronic system comprises at least one 
computer workstation accessible over said computer network (column line 60 - column 
8 line 10, column 7 lines 60-65). 

Claim 32 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 
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The system of claim 23 wherein said electronic system comprises an automated 
teller machine (column 1 lines 33 - 55, column 7 lines 37 - 48). 

Claim 33 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said electronic system comprises a secured 
entry system to a secured environment (column 6 lines 40 - 58). 

Claim 34 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said computer network comprises a wireless 
network (column 7 lines 60 - 67). 

Claim 36 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said electronic system comprises a wireless 
device (column 7 lines 60 - 67). 

Claim 37 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 further comprising: 
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module for identifying at least one defective biometric attribute associated with 
said user (column 6 line 40 - column 7 line 36); and 

wherein said user is thereafter prompted to input to said biometric user interface 
associated with said electronic system at least one additional biometric attribute 
randomly selected from a user profile containing biometric attributes of said user 
(column 6 line 40 - column 7 line 36). 

Claim 38 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said user-desired activity comprises a financial 
transaction (column 1 lines 33 - 55, column 7 lines 37 - 48). 

Claim 39 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said user-desired activity comprises access an 
ATM transaction (column 1 lines 33 - 55, column 7 lines 37 - 48). 

Claim 40 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said user-desired activity comprises access to a 
secure area (column 6 lines 40 - 58). 
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Claim 41 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said user-desired activity comprises access to 
data from said electronic system (column 6 lines 40 - 58). 

Claim 42 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein said user-desired activity comprises execution of 
a mechanical activity (column 6 lines 40 - 58). 

Claim 43 is rejected as applied above in rejecting claim 23. Furthermore, Price-Francis 
discloses: 

The system of claim 23 wherein access to said electronic system is initiated 
utilizing only one biometric attribute input to said biometric user interface associated 
with said electronic system (column 6 lines 40 - 50). 

Claim 5 is rejected as applied above in rejecting claim 4. Furthermore, Price-Francis 
discloses: 

The method of claim 4 further comprising the step of: permitting said user to 
modify said user profile, in response to approval of a request by said user (column 4 
lines 50 - 67). 
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Claim 7 is rejected as applied above in rejecting claim 4. Furthermore, Price-Francis 
discloses: 

The method of claim 6 further comprising the step of: 
subsequently prompting a user to input to said biometric user interface 
associated with said electronic system at least one additional biometric attribute 
randomly selected from said user profile, if at least one biometric attribute previously 
input by said user to said biometric user interface associated with said electronic system 
does not match said at least one biometric attribute previously randomly selected from 
said user profile (column 6 line 59 - column 7 line 36). 

Claim 29 is rejected as applied above in rejecting claim 28. Furthermore, Price-Francis 
discloses: 

The system of claim 28 further comprising: module for subsequently prompting a 
user to input to said biometric user interface associated with said electronic system at 
least one additional biometric attribute randomly selected from said user profile, if at 
least one biometric attribute previously input by said user to said biometric user 
interface associated with said electronic system does not match said at least one 
biometric attribute randomly previously selected from said user profile (column 6 line 59 
- column 7 line 36). 



Claim Rejections - 35 USC § 103 
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The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 22 and 44 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Price-Francis (U.S. Patent 5,815,252) in view of Murakami et al. (U.S. Patent 

6,483,929). 

Regarding claim 22, Price-Francis discloses: 

A method for biometrically securing access to an electronic system, said method 
comprising the steps of: 

using a computer network to obtain a user profile from a server (column 7 lines 
60-67); 

prompting a user to input to said biometric user interface associated with said 
electronic system at least two biometric attributes randomly selected from a user profile 
containing biometric attributes of said user (column 5 lines 27 - 59, column 6 line 31 - 
column 7 line 12). 

Price-Francis does not explicitly mention permitting a user to perform a user- 
desired activity if the biometric attributes input by the user matches at least two 
biometric attributes randomly selected from the user profile. Murakami discloses a 
method that uses more than one biometric attribute for authentication (column 4 lines 23 
- 33, column 1 1 lines 24 - 40). Murakami discloses that the use of multiple biometric 
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attributes decreases the odds that an unauthorized individual will replicate the 
authorized person's biometric profile with the addition of each additional biometric 
attribute (column 4 lines 23 - 33). Price-Francis has a system, which has a plurality of 
biometric attributes stored and can successively repeat biometric data from a user 
based on a determination step (Figure 2). Therefore it would have been obvious to one 
of ordinary skill in the art at the time the applicant's invention was made to modify the 
determining step of Price-Francis to require more than one positive affirmation of 
biometric identity to increase security when desired as in the method used by 
Murakami. The requirement of more than one positive biometric affirmation adds 
another measure of security while reducing the electronic sophistication of the 
equipment (Murakami column 2 lines 23 - 36) and to reduce the likelihood that an 
unauthorized person will improperly be granted access (Murakami column 2 lines 37 - 
47). 



Regarding claim 44, Price-Francis discloses: 

A system for biometrically security access to an electronic system, said system 
comprising: 

a server connected to a computer network that is adapted to store at least one 
user profile and is capable of allowing at least one biometric user interface associated 
with said electronic system and connected to said computer network to access said at 
least one user profile (column 7 lines 60-67); 
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a biometric user interface associated with said electronic system and connected 
to said computer network that accesses a user profile stored on said server that 
contains biometric attributes of said user and that prompts said user to input to said 
biometric user interface at least two biometric attributes randomly selected from said 
user profile (column 5 lines 27 - 59, column 6 line 31 - column 7 line 12). 

Price-Francis does not explicitly mention permitting a user to perform a user- 
desired activity if the biometric attributes input by the user matches at least two 
biometric attributes randomly selected from the user profile. Murakami discloses a 
method that uses more than one biometric attribute for authentication (column 4 lines 23 
- 33, column 1 1 lines 24 - 40). Murakami discloses that the use of multiple biometric 
attributes decreases the odds that an unauthorized individual will replicate the 
authorized person's biometric profile with the addition of each additional biometric 
attribute (column 4 lines 23 - 33). Price-Francis has a system which has a plurality of 
biometric attributes stored and can successively repeat biometric data from a user 
based on a determination step (Figure 2). Therefore it would have been obvious to one 
of ordinary skill in the art at the time the applicant's invention was made to modify the 
determining step of Price-Francis to require more than one positive affirmation of 
biometric identity to increase security when desired as in the method used by 
Murakami. The requirement of more than one positive biometric affirmation adds 
another measure of security while reducing the electronic sophistication of the 
equipment (Murakami column 2 lines 23 - 36) and to reduce the likelihood that an 
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unauthorized person will improperly be granted access (Murakami column 2 lines 37 - 
47). 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 571- 
272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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